gobooooogoooo

(Requirements in communication)

e O OO (efficiently)
— 0000 (Information Theory)

e 00O (certainly)
— 0000 (Coding Theory)

e 00O (safely)
— 0000 (Cryptography)
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goboooogdgooboodg

(obstructions for safe communication)

00 (obstruction) (DoSO O O0O)

00 (tapping)

00 (tampering)

00000 (disguise) etc.
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DoS 0 O (Denial-of-service attack)

A AN/ B

E

BOOOODOOOOOOODO
ECO0D00ODODOOOOOOO
goooogog ---
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DoS 0 O (Denial-of-service attack)

A AN/ B

goooo
goboboboooobboboooonbon
oboboobooboobooboob

.-+ distributed denial-of-service attack (DDos)
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00 (tapping)

A B
P 1P

y

E|l P

goboboooobbbuooooobobod
gogoboboooooboboooon
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0000000000 (secret communication)

A B
I |
Pl g| C—? P

P: OO (plain text), C: 00O (ciphertext)
P — C: 000 (encryption)

C — P : 00O (decryption)O O O (cryptanalysis)
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00 (tampering)

A B
C 1C
T l

Pl g| C—C P’

AD0O0OO0O0O0OO0OO0DODO
ggbobobooogobobodo

00 (authentication), 0 0 0O O (digital signature)
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00000 (disguise)
A B

E| P—~C P’

AD0O0OO0O0O0OO0OO0DODO
ggbobobooogobobodo

00 (authentication), 0 0 0O O (digital signature)
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00 (cryptography)

A B
! l
P E| C—? P

e JO0OAQOOPOOOODDOOCODOO

e JO0OBOOUOOOCODODODOPODOO

e OO EOOODCDOOOODO
OOopPOOOOOODO

— BOUOOOUODOOODDOOODDOOOOOO
—0000 10000000 9—



00 (cryptography)

Assumption:

e open channels (being tapped)
O000000oooo(oon)

e open cryptographic system
ooooooo

e U0 UOO (symmetric-key cryptography)
(00D0DOooooooooogo)
e 0O OOO (public-key cryptography)
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00 (cryptography)

e 00000(00D0DODO)
»000000000000000000
»000000000000000

e 00000
»0000(000)00oo0(@Qoo)oo
»0000000000000000
»000000000000
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00000 (symmetric-key cryptography)

goobooogbooo

e substitution ciphers (0 0O 0O)

e Caesar cipher

e linear block ciphers (00000 000)
e Vernam ciphers (one-time pad)

e DES (Data Encryption Standard)

e AES (Advances Encryption Standard)
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Ex. Caesar cipher (Caesar [ 1)

Key (0): neZ/26Z
Encryption (O O 0O) : n-shift backward
Decryption (0 O ) : n-shift forward

-+ XYZABCDEFGHIJKLMN
OPQRSTUVWXYZABC - --

O: n=3: HELLO — KHOOR
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Caesar 0 0 0 O OO (Weakness of Caesar cipher)

gobbobooogbbbooogbbbod

e OO UOOODLDOODLDOUOOOODDO
e OO UOOODLODODOOOODLDDODO

gobbobooooobbooooobo
goboboooogbon

e DES (Deta Encryption Standard)
e AES (Advanced Encryption Standard)
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000 (0O00)0o000O0
(preperties of symmetric-key cryptography)

O000DO0O0O0O0O0OO
The encryption key and the decryption key
are the same.

e J0IOIOODODODODODO (simple, fast)
e J0O0OO0OOOOO (need key-sharing)

e JOUIOOOOOOOONO
(need a different key for each pair)
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gobobooodn
ggbobobooogobbodo

O0: 000000000 (D0oODO0ooooooon)

e OO UOOODLODODODOOOODLDDODO
e JUUOUOUOOLODO

— 0Duoggbbobuoogan

— 0000000000000000
(19760 77)
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00000 (Public-key cryptography)

OooOo(@oo)yoooo(@oo)oo
The encryption key and the decryption key
are different.

e 0D UOOOODODOOO
(No need key-sharing in advance)
— gggbobboooooboboood

e 00 (authentication)O 0 O (signature)
gooooo
— gogggooooog
— 0000 (non-repudiation) 0 00000
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00000 (Public-key cryptography)

gooobooon
O000000000000000000 (slow)

gooo

e J00DOOOOODODDODOOOO
(first share a secret key
under public-key cryptosystem)

e JO00DUODOOOUDODODODOD
(then communicate with the key
under secret-key cryptosystem)

gobbbooogoboboooobobod
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gobooooogoooo

A B
public: e
eI ld
P E -7 P
secret: d
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public: e
eI ld
: P

secret: d

gobbboooooboboooobobod
ADOO0DOO0OOO0OOoOO0D
— 00 (signature) 0O 00O
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00000000000 (signature)

A B
public: e
; .
o |l
P E| 77 P
secret: d
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00000000000 (signature)

A B
public: e
!
o e
P E| 77 P
secret: d

god EOO
o0 pOOO0ODOO0ODOOO COOODO

— gogoooooooon
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00000000000 (signature)

dodooooooooobo MOooooo
M OOOOOOOO (hash value) h(M) O

OO0 AODDObOOooooboooooo so
b MObDooood

OO0 BOOOOOOOOOOODOOoDODO
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00000000000 (signature)

A public: e, public: e; B
s —]%
o l
h(M) <« M M —h(M
secret: d, secret: dB
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gooooogo
(preperties of public-key cryptography)

e JUOUOUOOODODODO
(Everyone can encrypt.)

e JUUUUOLOOODLOLODLOOOOO
(Decryption requires the secret key.)
(000O0O000000)

ooooooboboooogooooboooboog 2

— 0on(Qoooo)
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goooboodn

(preperties of public-key cryptography)
e IO OOOOON

(Everyone can encrypt.)

e JO0OODOOOOOOOOOONO
(Decryption requires the secret key.)
(00DO000O00o0O0)

goooodbo ool

(use of problems hard to compute)

e 10000 (prime decomposition)
e J0OOODO (discrete logarithm)
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gobooboogdgoon

(public-key cryptosystems)

e RSA cryptosystem
(Rivest-Shamir-Adleman)

e Diffie-Hellman key-exchange (0 0 O)

e ElGamal encryption
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D000000: RSAOO
Rivest, Shamir, Adleman (1977)

e 00000 p,q 00000 n=pq 000
en 00000000 e0000 dOOOODO
e 0000000 nO000 edO0D0OO
000000 d0000

n0000 e000000 dOOOOOOO
n000000 n=pq 000

00000000 (oooooooooon)
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